DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the DoD Industnal Security Manual apply

to all security aspects of this effort.)

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED
SECRET

b. LEVEL OF SAFEGUARDING REQUIRED
SECRET

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION IS: (X and complete as applicable)

a. PRIME CONTRACT NUMBER
X N00039-15-D-0008

X

DATE (YYYYMMDD)

a. ORIGINAL (Complete date in all cases) 20150501

b. SUBCONTRACT NUMBER

b. REVISED
(Supersedes all
previous specs)

REVISION NO. DATE (YYYYMMDD)

c. SOLICITATION OR OTHER NUMBER
N00039-14-R-0021

DUE DATE (YYYYMMDD)

DATE (YYYYMMDD)
c. FINAL (Complete item 5 in all cases)

4. 1S THIS A FOLLOW-ON CONTRACT?

X |YEs |

I NO. If Yes, complete the following:

Classified material received or generated under

N00039-10-D-0031/0032

(Preceding Contract Number) is transferred to this follow-on contract.

5. IS THIS A FINAL DD FORM 2547 [ Jves

In response to the contractor's request dated

| X INO. If Yes, complete the following:

, retention of the classified material is authorized for the period of

6. CONTRACTOR (include Commercial and Govemnment Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
VIASAT, INC 47358 DEFENSE SECURITY SERVICE (DSS) (IOFWD)

6155 EL CAMINO REAL 11770 BERNARDO PLAZA CT, SUITE 450
CARLSBAD, CA 92009 SAN DIEGO, CA 92128-2426

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

MULTIFUNCTIONAL INFORMATION DISTRIBUTION SYSTEM (MIDS) LOW VOLUME TERMINAL AND THE JOINT TACTICAL

RADIO SYSTEMS (JTRS)

(INFORMATION SHARING BETWEEN COMPANY LISTED IN 6 A AND COMPANIES ON PAGE 4 OF THIS DD254 IS PERMITTED)

10. CONTRACTOR WILL REQUIRE ACCESS TO: YES | NO |11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES| NO
a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X 2 HIAVEASERSS §°F§éﬁﬁmﬁﬁm%%?%¥m&”°mER X
b. RESTRICTED DATA X | b RECEIVE CLASSIFIED DOCUMENTS ONLY X
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | ¢ RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X | d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
e. INTELLIGENCE INFORMATION . PERFORM SERVICES ONLY X

(1) Sensitive Compartmented Information (SCI) " BOYRISRICS, Usroset SllglNSD AT FERRITORES S X

(2) Non-5CI X S B B DR D TF IR SECONBARY DISTRIBOTION GENTER - NP ORMATION 1 X
f. SPECIAL ACCESS INFORMATION X | h REQUIRE A COMSEC ACCOUNT X
g. NATO INFORMATION X i. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X J. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
i. LIMITED DISSEMINATION INFORMATION k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
j. FOR OFFICIAL USE ONLY INFORMATION X I. OTHER (Specify) P
k. OTHER (Specify) BLOCK 13 FOR ELECTRONIC MEDIA REQUIREMENTS.
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12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided
by the industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shali

be submitted for approval prior to release I:J Direct Through (Specify)

COMMANDER, SPACE AND NAVAL WARFARE SYSTEMS COMMAND (COMSPAWARSYSCOM), DIRECTOR OF PUBLIC
AFFAIRS, 4301 PACIFIC HIGHWAY, SAN DIEGO, CA 92110-3127(GREG GEISEN, 619-524-7430, GREGORY.GEISEN@NAVY.MIL)
RELEASE OF NON SCI, NATO AND COMSEC INFORMATION IS NOT AUTHORIZED

to the Directorate for Freedom of information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this
guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended
changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any
questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the
highest level of classification assigned or recommended. (Fill in as appropnate for the classified effort. Attach, or forward under separate correspondence, any
documents/quides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

ECD: 20220430 SOLICITATION / CONTRACT NUMBER: N00039-14-R-0021 / N00039-15-D-0008
CLASSIFICATION GUIDES:

MIDS JTRS: MULTIFUNCTIONAL INFORMATION DISTRIBUTION SYSTEM JOINT TACTICAL RADIO SYSTEM (MIDS
JTRS) SCG, 20141017. TTNT SECURITY CLASSIFICATION GUIDE

MIDS-LVT: MULTIFUNCTIONAL INFORMATION DISTRIBUTION SYSTEM (MIDS) PROGRAM SECURITY
INSTRUCTION (PSI) REVISION A, DATED OCTOBER 1, 2004.

ACCESS REQUIREMENTS: (CONTINUED ON PAGE 3)

THE MIDS-LVT CONTRACTING OFFICER'S REPRESENTATIVE (COR) AND MIDS-LVT TECHNICAL POINT OF

CONTACT (TPOC) IS (b)) MIDS, 619-524-1493, (b))
THE MIDS JTRS CONTRACTING OFFICER'S REPRESENTATIVE (COR) AND MIDS JTRS TECHNICAL POINT OF
CONTACT (TPOQC) IS (b)(6) , MIDS, 619-524-1410, (b)(6)

THE MIDS-LVT PROCURING CONTRACT OFFICER (PCO) IS PATRICIA PONCE-FELIU,
PATRICIA . PONCEFELIU@NAVY.MIL, 619-524-6378
THE MIDS JTRS PROCURING CONTRACT JOHN SULLIVAN, JOHN.SULLIVAN@NAVY.MIL, 619-524-5618

PRIME CONTRACTOR'S ARE REQUIRED TO SEND COPIES OF ALL SUBCONTRACTORS DD254S TO THE
DISTRIBUTION LIST IN BLOCK 17; AND MIDS CODES (SEE ABOVE, AND SECURITY,
(b)(6)

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract. l X ] Yes [ No
(If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropniate statement which identifies the additional
requirements. Provide a copy of the requirements to the cognizant secunty office. Use ltem 13 if additional space is needed.)

INFORMATIONTECHNOLOGY (IT) SYSTEMS PERSONNEL SECURITY PROGRAM REQUIREMENTS ARE ATTACHED AND MUST
BE FLOWED DOWN TO SUBCONTRACTORS. (CONTINUED ON PAGE 3)

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. Yes | X { No
(If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections. Use Item 13 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE (include Area Code)
(b)(©) MIDS SECURITY COR (619) 524-6236
d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION
MIDS PROGRAM OFFICE X | a CONTRACTOR
33050 NIXIE WAY BLDG 17A b. SUBCONTRACTOR
SAN DIEGO, CA 92147-5110 X | ¢. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
e. SIGNATURE , A A7/ d. US. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
X | e. ADMINISTRATIVE CONTRACTING OFFICER
-
- - — - "‘79(5&9/ X | . OTHERS AS NECESSARY
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